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Prerequisite

A valid certificate will be sent to your mailbox from veralliapki.notification@verallia.co
m

Which includes the certificate credentials and the instructions to install it on
your computer.

PAROCH- o

9 KB

Hello PAROOCH

Please find attached your certificate allowing you to connect to Verallia Network.

Here is your certificate password : ||| |  NNNNEEIR

You can import this certificate in your personal store.
The instructions to install the VPN client are located at https://vpn-partners.verallia.com/

“ Reply +* Forward

The certificate will allow you to authenticate on our RAS Platform.

Please note that each certificate can be installed on up to 3 devices.
Installing it on more devices could cause service interruptions.

1- Configuration for Windows Devices
Certificate Installation for Authentication
Once the certificate is installed as follows, please check on the certificate
Management in Personal folder to see that the certificate has been installed
correctly.
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Remote Access Client Zscaler App - Installation
The next phase will be to install the Application.

f}' Certificates - Local Computer

W

=

Personal
| Certificates

Trusted Root Certification .

Enterprise Trust

Intermediate Certification .

Trusted Publishers
Untrusted Certificates

lssued To
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The latest client Zscaler App and its installation documentation can be
downloaded from the below link:

https://vpn-partners.verallia.com/

3- Configuration for Mac Devices

Certificate Installation for Authentication
You should first download the certificate pfx file (PARXXX.pfx) received on your

mailbox form

veralliapki.notification@verallia.com

PAROCH -t
9KB

Hello PARCOCHER

Please find attached your certificate allowing you to connect to Verallia Network.

Here is your certificate password : [ G

You can import this certificate in your personal store.

The instructions to install the VPN client are located at https;//vpn-partners.verallia.com/

“ Reply

~

Forward

Open Keychain Access by double-clicking the PFX file. A password prompt

will then appear.


https://vpn-partners.verallia.com/
mailto:veralliapki.notification@verallia.com

f\ Enter the password for “FlIEEEEEEE.ofx":
!

Password: |

Show password

Cancel | | OK |

Follow the instructions

00 In case The PFX file doesn't directly open Keychain Access. Instead, search
for "Keychain" in Spotlight and open it. Once Keychain Access is launched, go
to the File menu and select Import Items.

@ Keychain Access m Edit View Window Help

® 006 New Password Item... 8N
- ?} | New Secure Note Item... 038N
cKitolociitie login | New Keychain... 3N <> /Bl = m mi) =) G untitied folder 3@
Keychains New Identity Preference... FAVORITES
' login #\ Applicati... I'-"’--g
& Microsoft_Intermediatelul dola iU EI il ‘,‘,JZT,:::,” i
@ PrivateEncryptedDatak  EXPOTt Items... OBE | 5 peskeon - :
(4 Microsoft_Entity_Certifi Add Keychain 0%A gg;ur'ner:s '
- mloads
£ Svstem — Delete Keychain “login” N8| [ ] Movies
JJ Music
4 All ltems Close BW | 0 work files
/.. Passwords @ Pictures
Secure Notes Go There SHARED
() My Certificates Get Info a8l
Destination Keychain: login
! Keys. Lock Keychain “login” 8L
O Centificates Lock All Keychains Cancel | [0pen )

0 If prompted, provide the name and password of an administrator user for
the computer.

[ The certificate should now appear with a red "X" icon, indicating it is not
trusted. To trust it, double-click on the newly installed certificate.

[ Under the Trust section, change the setting for When using this certificate to
Always Trust.

Installing Zscaler Client Connector

The installation is straightforward whether the package will be sent to you as a Zipfile
which needs to use with the Archive utility or the .pkg file which should be installed
from the application menu.

Remote Access Client Zscaler App - Installation
To install the application, the required access permission is needed.
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£ Al My Files

¢’ iCloud Drive
@) AirDrop

# Applications
[ Desktop

@ Documents

°' Downloads

@ Creative Clou...

Devices

Remote Disc

Shared
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@ Opening Zscaler-osx-3.2.0.62-installer.app.zip

You have chosen to open:

| Zscaler-osx-3.2.0.62-installer.app.zip

which is: ZIP file (27.0 MB)
from: https://officemgmtentserv.sharepoint.com

What should Firefox do with this file?
© Open with Archive Utility (default)

~
v

Save File

Do this automatically for files like this from now on.

W you.

Cancel

g Zscaler
£ M

e UninstallApplication
¥ Zscaler

e _
B Mission Contro

i_ Notes

4 Numbers

=/ Pages

%8 Photo Booth

& Photos

=8 Preview

@ QuickTime Player
) Reminders

‘i Remote Desktop Connection
@ safarl

@ ScreenSteps

* Stickies

@ System Preferences

| TextEdit

@ Time Machine

B8 utilities

b | Zscaler

Zscaler

App -17.9 MB
Created Today, 1:50 PM
Modified Today, 1:50 PM
Last opened Today, 1:50 PM
Version 1.1.0.111105
Add Tags...




@Uerollio

> Zscaler-0sx-3.2.0.62-installer 204 MB  Apolication Today at B:24 AW

! Zscaler-osx-3.2.0.62-installer.app.zip 283 MB  ZIP archive Today at 8:23 AM

& Firefox 89.0.dmg 1222 M8  Disk imago Today at B:17 AM

& macOSUpd10.15.7.dmg 286G8 Disk Image Mar 10, 2021 at 912 PM

® Setup
Installing
Creating Uninstaller
o - 05x-3.6.1.30-i

L'installation a été réalisée avec succés.

# Introduction

@ Destination i
@ Type d'installation

@ Installation

R beuans L'installation a réussi.

Le logiciel a été installé.

Zscaler-osx-3.6.1.0
installer.pkg

53,1 Mo
Informations

DeiA

It could also be installed via the terminal with the below command :

sudo installer -pkg pathxxxx/to/pkg ( you can drag the file instead) -target

Using the Remote Access Service

After installing the certificate, The Zscaler application should be installed and
run on the computer.

1- Avuthentication
After opening the Zscaler application a pop-up windows as below will be
shown.



&> zscaler

Enter your login user credentials with the following format:

yourPariD@verallia.com

(This ID is the one that you have received earlier in your email)

Zscaler Security

&> zscaler

parkOX @verallia.com| ParlD@verallia.com

Login

Example for the partner with Partner ID: par0045é@verallia.com


mailto:yourParID@verallia.com
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5> zscaler

parOGOOO@veralI\'a.cuﬂ

Click on *Login” and select ok to confirm the installed certfificate in the
previous step.

Select the certificate issued by Verallia and Click “OK”

Zsta er Client Connector - [m]

Il B

£ € zscaler

Windows Security X

Confirm Certificate

Site sso.verallia.com needs your credentials:

1 Joverallia.com
L=

Emisor: Verallia Users and Computers Issuing
CA

Valido desde: 1/7/2025 hasta 1/7/2026

Haga clic aquf para ver las propiedades del
certificado

Note: you might receive a page with choosing between Zscaler cloud or
Zscaler Beta, please select the Zscaler Cloud.



B Zscaler Security - m] x

Select a Cloud

f Zscaler

(9 Zscalerbeta

Next you should be able to see the registration page as below.

[ Zscaler Client Connector = [m] X

<

Registering with Zscaler Service...

2- Auvuthorization
Below is the main page you will be redirected to. If you see that the
Authentication status is showing as Authenticated, it means the configuration
is correct



& venalia

& Zscaler Client Connector - | X

Connectivity

N )

Private Access Username PAR0D0OXX @verallia.com

s

Service Status on | () TUuRN OFF

Network Type Off-Trusted Network
ternet Si ty . . -

Internet Security Authentication Status Authenticated | &3 AUTHENTICATE EARLY
Broker 147.161.101.248

Client 192.168.1.42

Q9

Expe

Digital ence Time Connected Tue, Feb 25 2025 10:59:35 AM

Protocol TLS

Statistics
Notifications

Total Bytes Sent 106.48 KB

e Total Bytes Received 11.43KB
More

It will take less than a minute for the Application to be authorized and
required policies will be applied and then you can access to the application
you have requested.

Please note that the status of the service should be on and while you are
using the application the Statistics should be changed frequently based on
the usage.

3- Logout Policy
Please consider that Verallia has the policy to bypass the password restriction
for logging out of the Zscaler application once it is not needed.

for the first time use only, please be in contact with Verallia Telecom team to
be able to apply the required policy on your profile so you could be able to
log out of the system without any password restriction.

Common Issues

Please for any probable issues, the below link explains some common issues and
workarounds.

https://help.zscaler.com/client-connector/zscaler-client-connector-connection-
status-errors

Contact

In case any support would be need or you may have any questions feel free to
contact Verallia Telecom Team. in the following the emaiils for the further
communications could be found:

v-telecom@verallia.com
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